Security Begins at
HOME!

Only YOU Can Protect Your Computer

Andrea Gattorna




ldentity Theft

e Federal officials and consumer groups
estimate there are between 500,000 and
700,000 cases of identity thefts each year
costing victims over $765 million annually. Last
year, identity theft was the number one
consumer complaint to the Federal Trade
Commission.

Scared yet?
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According to ftc.gov, which state
has the most/ least ID theft victims?

State with Most

Victims Per 100,000 Population State with Least

Victims Per 100,000 Population

150+
140
130+
120+
110+
100+

California Nevada Arizona

Maine North Dakota South Dakota
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Agenda

e Basic Computer Protection
e Spyware

e Virus

e Spam

e Phishing

e Offline
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The Basics

e Passwords

e Cookies

e Web Page Security
e Browser Settings

o FI rewal IS Address i@ hittps: /v hewstore. com/indes. php3
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Spyware

e What Is It?

e Who has it?

e How do you get it?
e New laws

# 1 question: How do | get rid of it?
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Virus

e What s it?
e How do | know If I've got one?
e How do you get it?
e How to | prevent it?

| Hindous |
® The fUtUI’e - A fatal exception BE has occurred at 8167:BFFIDFFF. The current

application will be terminated.

* Press any key to terminate the current application.
» Press CIRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue

How do | get rid of it?
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Spam

e Why is it called Spam?

e How did they find you?

e How do you get off the
lists?

e Can'tit be stopped at
the server?

e How do | get Spam
from friends?

e \What can | do about it?

Pull Tab

(Remermber

Magic Spam top Spam Keys?
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The Phishing Game!

TRUTH
OR
FICTION?
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Truth or Fiction

Here Is some important information. Beware of
a file called Goodtimes. Happy Chanukah
everyone, and be careful out there. There Is a
virus on America Online being sent by E-Mall.
If you get anything called "Good Times",
DON'T read it or download it. It Is a virus that
will erase your hard drive. Forward this to all
your friends. It may help them a lot.
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Goodtimes
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Truth or Fiction

AND YOU THINK YOU'RE HAVING A BAD DAY AT WORK Il

Although this locks like a picture taken from a Hollwood movie, it is in fact a real photo,
taken near the South African coast during a military exercise by the British Navy.

It has been nominated by MNational Geographic as "THE photo of the year'.
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Helicopter
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Truth or Fiction

A team of organized criminals is installing equipment on legitimate bank ATMs
in at least 2 regions to steal both the ATM card number and the PIN. The
team sits nearby in a car receiving the information transmitted wirelessly
over weekends and evenings from equipment they install on the front of the
ATM (see photos). If you see an attachment like this, do not use the ATM
and report it immediately to the bank using the 800 number or phone on the
front of the ATM.

The equipment used to capture your ATM card number and PIN is cleverly
disguised to look like normal ATM equipment. A "skimmer" is mounted to
the front of the normal ATM card slot that reads the ATM card number and
transmits it to the criminals sitting in a nearby car.

At the same time, a wireless camera is disguised to look like a leaflet holder
and is mounted in a position to view ATM PIN entries.

The thieves copy the cards and use the PIN numbers to withdraw
thousands from many accounts in a very short time directly from the bank

ATM. fl 4| >|

No product is endorsed by the City of Tempe even though some examples may be offered. Tempe takes no responsibility in how this information is used nor for the security of
the computers owned and operated by its citizens.



ATM Scam

U mEE
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ATM
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Phishing

e The #1 way to steal your ID
e Nigerian Scam

e The Bank Scam

e Caller ID-Spoofing

e Look at the link! & < >
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Protect Yourself

e \Watch What You Toss

e Change of Address

e Balance Checkbook Often
e Get Credit Reports

e Protect Your SSN

e Watch Your Back

| <« »|

No product is endorsed by the City of Tempe even though some examples may be offered. Tempe takes no responsibility in how this information is used nor for the security of
the computers owned and operated by its citizens.



You Get Victimized-What Now?

e Call Credit Card Companies
e Report Fraud to Credit Agencies

e Report the Activity to Local Law Enforcement
e VisSIt:
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Off-line
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Questions
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